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ELEMENTS User Guide
This documentation describes the Web UI version 2.5.8

The ELEMENTS Web UI provides all management features as well as access to the Media Library and
can be accessed through any major browser application by entering the systems IP address.
Alternatively, if the system is connected to the internet and properly set up, the Web UI can be reached
via a URL. The browser-based Web UI does not require any software to be installed.

¥ Top bar

¥ Navigation bar

¥ Watch the video

! Meet ELEMENTS

Top bar
¥ By clicking the menu symbol in the navigation bar, the user can switch the navigation bar display to

show either only icons or icons and the names of each section. The icon-only display frees up an
additional area of the screen in the Web UI.

¥ Clicking the company logo (ELEMENTS logo by default) allows to return to the start page, which is set
up for the logged in user. The company logo can be swapped at any time in the administration panel.

¥ With the dropdown list on the right hand side of the logo it is possible to set up the behaviour of the
background tasks as well as display a list of all running tasks.

! ÒScan while browsing mediaÓ allows the system to scan for new media in the Media Library whilst
the user browses the Media Root.

! If the function ÒGenerate proxies while scanningÒ is activated, the system can generate proxies
whilst at the same time scanning for media.

! ÒRun scheduled tasksÓ allows the user to pause the execution of tasks scheduled in the
Automation engine.
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! ÒSee all tasksÒ will open the Active Tasks tab in the Automation section where a list of all finished
and running tasks is displayed.

¥ A click on the username or profile picture displays a reduced summary of the users account settings.
The user has the ability to change the name, the language in which the Web UI is displayed and select
a default page from a list of pages for which the user has access to.

¥ The question mark icon displays a short summary of the current page.

¥ The logout symbol logs the user out and redirects to the login page.

Navigation bar
The navigation bar on the left hand side of the Web UI allows the user to switch between the sections of
the Web UI. If permissions were missing, those specific sections would not be displayed. If the user has
permission to access only one section of the Web UI e.g. only the Media Library section, the navigation
bar will not be displayed.

¥ Login page

¥ Status

¥ Productions

¥ Workspaces

¥ Users

¥ Shares

¥ File manager

¥ Downloads

¥ Maintenance

¥ Automation

¥ Media Library (paid option)

! Media Root Overview

! Media Root Configuration

¥ Tape Library (Worker and Tape library required)

¥ About

¥ Add On

! ELEMENTS Click (paid option)

! Veritone (paid option)

¥ ELEMENTS Client

¥ ELEMENTS Premiere Pro Panel (requires Media Library)

Watch the video

Meet ELEMENTS

https://youtu.be/nG_GLjxNiNY
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Login page
Accessing the ELEMENTS Web UI can be done through a browser of your choice - ELEMENTS
recommends Google Chrome. Entering the IP address of the system into the browsers address bar will
redirect the user to the login page. IP address unknown? Please contact your administrator.

¥ Entering the IP address redirects the user to the login screen.

¥ For user authentication purposes, a username, email address or Active Directory record can be used.

¥ If two-factor authentication is enabled for the user in question, a one-time token will be required
after entering the user credentials.

¥ After a successful login, the user will be redirected to its preset default page.

¥ The login page can also be used to download the ELEMENTS Client - a lightweight workspace
connection manager, available for Windows, macOS and Linux operating systems.
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Status
The Status section offers important current information about the system concerning both the
hardware and the software. Should the system determine anything out of the ordinary e.g. high
partition fill-levels or alarming sensor readings, a warning will be displayed on the status page.

¥ Quick-overview bar

¥ System nodes

¥ System node information

! Status tab

! Services tab

! RAID tab

! Sensors tab

¥ Volume node information

! General tab

! StorNext tab

¥ Stripe group overview

¥ Release Notes

¥ Watch the video

! Status page overview

At the top of the Status page the name of the system is displayed (in this case ELEMENTS), followed by
the product name (in this case ELEMENTS ONE).
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Quick-overview bar
The Status page provides a quick-overview of the systems most important metrics. Information provided
in the quick overview includes:

¥ Current CPU and Memory usage.

¥ Current disk read and write load.

¥ The currently running software version. A click on the Web UI version link opens the release notes for
the running version, as well as the previous versions.

¥ The alerts tab provides crucial information about the systems condition. Clicking the alerts display
opens up a list of all current and past alerts. Here, notifications via Slack or email can be set up, and
the system can automatically keep the selected users informed, should any issues be detected.

System nodes
On the Status page all nodes and volumes of the ELEMENTS environment are listed. In this case the
environment consists of one ELEMENTS ONE and one ELEMENTS WORKER sharing the same StorNext
filesystem. If the user selects a node, a popup window appears showing detailed information about the
selected node.

System node information

Status tab

The Status tab displays detailed information about the selected node.

¥ All basic information is displayed in the "Overview" tab. On the left hand side of the window,
information about the selected node such as CPU, RAM usage, the used kernel version etc. is shown.
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On the right hand side of the window information about the network interfaces, such as the IP
addresses and traffic load can be found.

¥ The CPU tab shows a graphical overview of the CPU load over the past seven days. The overall CPU
load consists of three categories (each represented by a differently coloured graph): CPU load caused
by the users, CPU load caused by the system and the CPU load caused by the IOWait. Precise
information at any position in the graph is displayed when hovering over it. Sliders underneath the
graph allow the user to zoom into any position on the graph.
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¥ The RAM tab displays a graphical depiction of the 7-day history of RAM usage. Three values are
displayed: used RAM, buffered RAM and the cached RAM. Sliders underneath the graph allow the
user to zoom into any position on the graph.

¥ The storage tab shows a line chart with the read and write load. Sliders underneath the graph allow
the user to zoom into any position on the graph.
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¥ The network tab displays the load of the network for each configured and connected network
interface. It is possible to switch between the interfaces by using the tabs with the interface names.

Services tab

With the Services tab it is possible to see and manage all running protocol services.
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RAID tab

The RAID tab lists all existing RAIDs found on the system. For each RAID the condition of the system will
be displayed as well as the status of the related hard drives. The button "Silence" allows the user to
silence the alarms of the RAID controllers.

Sensors tab

The Sensors tab shows all sensors and their measurements. With the ÒRefresh sensorsÒ button it is
possible to get the latest measurements of the displayed sensors.
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Volume node information
If a volume is selected the user will be presented with the relevant detailed view of the selected volume
node.

General tab

The General tab displays the path of the volume and the used capacity as well as a graphical depiction of
the volume usage. The timeline of the graph can be adjusted using the sliders below. With the button
ÒStorage TraceÒ it is possible to view the running read and write processes for the selected period (3, 5, 10
or 30 second periods are available). This function helps to monitor data traffic and potentially identify
sources of high network traffic.
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StorNext tab

If the system is running a StorNext filesystem, an additional StorNext tab is displayed, showing relevant
information about the selected volume.

Stripe group overview
The Status page also provides information about the stripe groups making up the filesystem. Names of
the individual stripe groups are displayed as well as their status and capacity usage.
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Release Notes
¥ Open the release notes by clicking the Web UI version link.

¥ Release notes appear in a sidebar on the right hand side of the screen and inform the user about new
features and important changes in the new version, as well as previous versions of the Web UI.

¥ By scrolling down and clicking on an older version the user can view older release notes.

Watch the video
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Status page overview

https://youtu.be/60Y-aBXJ_EU
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Productions
Data on ELEMENTS systems is stored in Workspaces and Workspaces are grouped into Productions.
This approach maintains a clear and intuitive structure, even with a large number of simultaneously
running projects. At the same time this helps to improve efficiency in processes such as backup and
archiving.

¥ Productions page

¥ Production settings

! Workspaces tab

! General tab

! Bottom bar

¥ Watch the video

! Creating workspaces

Productions page
The start page of the productions section displays a list featuring all productions currently found on
the system.

¥ The button ÒShow hidden productionsÒ adds all inactive productions to the productions list. Inactive
productions will be flagged with the word ÒHIDDENÒ.

¥ Clicking the ÒHome workspacesÒ button displays all home workspaces in a separate list.

¥ With the button ÒWorkspace TemplatesÒ it is possible to see a list with all workspace templates.

¥ The button ÒDeleted workspacesÒ displays all removed workspaces, which still have data on the
system. Clicking on a deleted workspace opens the location of the workspace in the file manager. The
workspace data can then be accessed or deleted permanently.

¥ Using the filter bar, a specific production can be searched by name.
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¥ Underneath the filter bar a list featuring all the productions can be found.

¥ The button ÒCreate productionÒ opens a popup window with the following settings:

! The first field allows the user to name the new production.

! Using the ÒTemplateÒ dropdown menu, a template for creating a predefined production can be
selected. The new production will adopt an identical folder structure to the template, including
workspaces, folders and files, as well as the relevant access permissions.

! ÒDefault group for new workspacesÒ allows the user to specify a group with read and write
permissions, which is predefined in every new workspace of this production.

! The button "Create" will create the production. "Cancel" will abort the creation process.

! After confirming the creation of the new production, the system will display the new production
and its content.

Production settings

Workspaces tab

Clicking on any production in the list opens it and displays a list of all workspaces in the production.
External workspaces will be marked as ÒEXTERNALÓ, letting the user know that the data is being stored
on external storage.

¥ Clicking on a specific workspace will open the settings of the workspace. It is then possible to modify
or edit the selected workspace.

¥ The Filter bar can be used to search for a specific workspace in the production by name.

General tab

The general tab provides basic settings for the selected production, such as changing the name, adding a
description or changing a default access group.
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¥ With the field ÒNameÒ it is possible to change the name of the production.

¥ The textfield ÒDescriptionÒ can be used to enter a short description about the production. This
description will be displayed in the productions list, right behind its name, and is restricted to a
maximum of 255 characters.

¥ With ÒLong descriptionÒ it is possible to make a longer description, not limited by the number of
characters. For this purpose it is possible to expand the textfield by dragging the right bottom corner
of the field. This description will be shown additionally in ÒDescriptionÒ and is searchable in the
ELEMENTS Client application.

¥ If the checkbox ÒEnable this productionÒ is disabled, the selected production will no longer be shown
in the list of active productions. This function helps to maintain order whilst not deleting productions

¥ After enabling ÒObscure names of new workspaces on the networkÒ all newly created workspaces in
the selected production will be named with numeric IDs on the filesystem so there are no cleartext
names. The Media Library will still display the cleartext name. This function can be used to mask the
names of confidential projects on the system.

¥ If a group is selected for ÒAutomatically grant access to new workspaces toÒ this group will have
preconfigured write access to every newly created workspace in the production. The access
permissions can still be changed during the creation of a new workspace, or afterwards in the
workspace settings.

Bottom bar

The bottom bar allows the user to save all newly made changes and to create new workspaces in the
selected production.

¥ With the button ÒSaveÒ all changes can be saved.

¥ Ò+ Create workspaceÒ allows the user to create a new workspace for the selected production (a popup
window will appear).

! The first textfield ÒNew workspace nameÒ asks the user to name the workspace.

! ÒTemplateÒ allows the user to select a template of preconfigured directories or files.

! With the checkbox ÒAVID workspaceÒ it is possible to quickly setup the workspace for AVID shared
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projects.

! The button ÒCreateÒ creates the new workspace and ÒCancelÒ aborts the process.

¥ With the button Ò+ Create external workspaceÒ it is possible for the user to create an external
workspace:

! The first textfield ÒNew external workspace nameÒ asks for the name of the workspace.

! With the dropdown list of ÒTemplateÒ the user can choose a template and structure the
workspace.

¥ The button ÒDeleteÒ deletes the selected production. Confirming the delete request is necessary in
the next step. If the checkbox ÒDelete production contentÒ is marked, all data stored in the production
will also be deleted from the system. Otherwise the data will remain stored on the system and will be
accessible through the File Manager.

Watch the video

Creating workspaces

https://youtu.be/QkKYLlyjEcE
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Workspaces
Data on an ELEMENTS system is stored in workspaces - a freely-definable and highly-customisable
organisational unit. Workspaces can be mounted with a single click using the ELEMENTS Client and
can contain any number of files and folders. The Workspaces section in the Web UI allows for a precise
configuration of access permissions, quotas, mounting parameters and many more options for every
workspace individually.

¥ Workspaces page

¥ Workspace settings

! General tab

! General tab external workspace

! Permissions tab

! Shadow copies tab

! Advanced tab

! Advanced tab external workspace

! Mounts tab

¥ Bottom bar

¥ Watch the video

! Creating workspaces

! Setting up workspace templates

Workspaces page
The Workspaces page shows every existing workspace on the system along with the production to which
it belongs, its quota status and the last login date. The filter bar allows the user to search for a specific
workspace by name. The sorting button on the right side of the filter bar opens a dropdown menu
containing the workspace sorting options. Selecting a workspace will open the workspaces settings page.
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Workspace settings

General tab

In the General tab, basic workspace parameters such as the workspace name, description and quotas
can be set.

¥ Textfield ÒNameÒ allows the user to change the name of the workspace.

¥ Textfield ÒDescriptionÒ allows the user to enter a short description. On the Workspaces page, the
description is displayed next to the workspaces name.

¥ ÒPathÒ displays the storage path of the workspace on the filesystem.

¥ The ÒSoft quotaÒ allows the user to specify a storage space limit for the workspace. If the soft quota
has been exceeded for longer than 7 days, the write access to the workspace will be deactivated. The
write access reactivation will automatically occur when the workspace size falls below the set soft
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quota.

¥ ÒHard quotaÒ allows the user to set an absolute limit to the workspaces size. The set value can not be
exceeded with any operation failing after the set quota is met.

¥ The checkbox ÒEnable AVID bin lockingÒ allows the user to enable the bin locking function in AVID
Media Composer on the workspace.

General tab external workspace

External workspaces provide the functionality of the ELEMENTS Client to access a 3rd party storage
device. This function allows for the integration of other storage devices into ELEMENTS workflows. On the
3rd party storage device, a share must be set up and the access permissions granted. To enable the
connection between the devices, these settings can be entered in the general tab of the external
workspace settings.

¥ Textfield ÒNameÒ allows the user to change the name of the workspace.

¥ Textfield ÒDescriptionÒ allows the user to enter a short description. On the Workspaces page, the
description is displayed next to the workspaces name.

¥ The checkbox ÒEnable AVID bin lockingÒ allows the user to enable the bin locking function in AVID
Media Composer on the workspace.

¥ The mounting section allows the user to define how the external storage workspace will be mounted
on different operating systems.

! Windows mounting: With the dropdown list it is possible to adjust the way the workspace will be
mounted on Windows clients. Choose between mounting as a network folder or mounting as a
network drive using the first alphabetically free letter or a specific drive letter. Additionally, user
credentials such as username and password need to be entered as well as the host address and
the share name, set up on the external storage.

! Mac mounting: The dropdown list allows the user to define the network protocol, which should be
used for mounting this workspace on a Mac. Additionally, user credentials such as username and
password need to be entered as well as the host address and the share name set up on the
external storage.

! Linux mounting: It is possible to define the network protocol required for mounting this
workspace. Additionally, user credentials such as username and password need to be entered as
well as the host address and the share name set up on the external storage.
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Permissions tab

With the Permissions tab it is possible to list and manage all users or groups who are authorised to
access this workspace.

¥ A list with all users and groups with access to the workspace is be displayed.

! Turning on the ÒRead-onlyÒ checkbox underneath the user or group name limits the access of a
specific user or group to read-only. This function restricts users or groups ability to add, create or
modify files in the workspace.

! When hovering over an entry a trash bin symbol will appear on the right hand side. Clicking the
trash bin button deletes the entry from the permissions list of the workspace.

¥ The button Ò+ Add userÒ displays a popup window where permissions can be granted for selected
users to gain access to the selected workspace. Clicking the button ÒSaveÓ in the popup window will
add the selected users to the list. The ÒCancelÓ button closes the popup window without changing the
permissions list.

¥ With the button Ò+ Add groupÒ it is possible to select one or more groups and grant them access to
the workspace. Clicking the button ÒSaveÓ in the popup window will add the selected group to the list.
The ÒCancelÓ button closes the popup window without changing the permissions list.

¥ Enabling the ÒGive priority to read-write permissionsÒ option will overwrite the read-only permissions
of a user if a group to which the user is a part of gets read-write permissions for this workspace.

In the case of an external workspace it is not possible to set the read only permission for a single user or a
group. The access permissions need to be adjusted on the external system.

Shadow copies tab

This tab allows the user to manage shadow copies of the selected workspace.

! Please note that this function is only available on an EMFS filesystem, which can be
found on an ELEMENTS NAS and ELEMENTS CUBE.

¥ All existing shadow copies of a workspace will be listed in this tab by date and time.

! The folder symbol allows the user to browse through the files in the shadow copy by opening the
file manager of the web UI.

! Clicking the trash bin on the right hand side of the entry deletes the concerning shadow copy.

¥ The button ÒCreate a shadow copyÒ creates a new shadow copy of the selected workspace.
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Advanced tab

The Advanced tab provides additional time-saving functions, such as easy Media Root creation, adding
the workspace to the archive queue or setting up a synchronisation task.

¥ The ÒActiveÒ selector allows the user to activate or deactivate the workspace. If a workspace is
deactivated it will no longer be possible to mount it.

¥ The dropdown menu ÒMove to a different productionÒ allows the user to move the workspace into
another production.

¥ With the textfield ÒLong descriptionÒ the user can enter a long description for the workspace.

¥ If the system has several RAID groups it is possible to select or change the RAID group which the
workspace is stored on by using the dropdown menu ÒRAID groupÒ. ELEMENTS systems can contain
both hard drives and SSDs in one device. By deciding where the workspaces data is stored, users can
enjoy the benefits of different storage technologies at the same time.

¥ The button ÒReset file permissionsÒ restores the configured file permissions of the workspace.

¥ With the "+ Create Media Root" button in the Media Library section, the workspace in question can be
used to create a Media Root easily. This function is only available if the Media Library is active on the
system.

! If the Media Library doesnÕt yet contain a Media Root with this workspace, the "+ Create Media
Root" button will be displayed. Clicking the button opens a popup window with the following
options:

" The ÒNameÒ field allows the user to modify the name of the Media Root in the Media Library.

" The ÒPathÒ field is pre-filled with the filesystem path to the selected workspace. If required,
the path can be modified.

" In the ÒProfilesÒ list, any number of proxy profiles can be selected. Proxy profiles can be set up
in the configuration tab of any Media Root in the Media Library. These determine the settings
with which the proxies of the files on the workspace will be created, in order to be displayed in
the Media Library. It is necessary to select at least one profile from the list of existing profiles.

" The ÒCreateÓ button creates a new Media Root in the Media Library and forwards the user to
the configuration menu of the new Media Root.

! Should a Media Root with the workspace in question already exist, a button "Edit Media Root" will
be displayed. Clicking the button will open the settings of the related Media Root.
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¥ ÒArchive this workspaceÒ will add the workspace to the Archive queue of the Tape Library. Read the
full manual on using the ELEMENTS Tape Library.

¥ The button ÒCreate a rsync jobÒ creates a job in the Automation tab, which will sync the workspace to
the chosen destination. A description of how to create an rsync job can be found in the "Jobs" tab in
Automation.

Advanced tab external workspace

The Advanced tab in the settings of an external workspace offers reduced settings.

¥ The ÒActiveÒ selector allows the user to activate or deactivate the workspace. If a workspace is
deactivated it is no longer possible to mount this workspace.

¥ The dropdown menu ÒMove to a different productionÒ allows the user to move the workspace into
another production.

¥ With the textfield ÒLong descriptionÒ it is possible to give the workspace a longer description if
required.

Mounts tab

The Mounts tab allows precise management of the workspaces mounting settings on different operating
systems. On newly created workspaces recommended mount settings (see below) are set automatically.
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¥ With ÒMount on Mac asÒ it is possible to select NFS or AFP or SMB as a protocol used for the mount.

¥ The dropdown list of "Mount on Windows as" allows the user to determine if the workspace will be
mounted as a network drive or a network letter. Additionally, a drive letter for mounting this
workspace on a Windows PC can be set. If the drive letter is set, but not available on the PC, the user
will be notified and the first available drive will be offered. Mounting workspaces by using a drive
letter on Windows is recommended as certain applications, including NLEs, may require it.

¥ With the textfield "Mount on Linux as" it is possible to set up the location of the mount on the Linux
system. The default mount point on the Linux machine is displayed in the empty text field. It is
possible to choose the used protocol for the mount by clicking NFS or SMB on the right side of the
textfield.

¥ ÒOverride share nameÒ changes the displayed name of the mount when one of the protocols AFP or
SMB is used.

¥ The checkbox ÒHide from SMB share browsingÓ will hide the folder of the workspace in question when
browsing its parent production by using the Shares function. The workspace will be hidden when
accessing the share via SMB protocol.

¥ Disabling ÒRequire logon for SMB & AFPÒ makes it possible to access the workspace anonymously,
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without demanding user login.

¥ ÒForce read-onlyÒ disables the write access of any group or user so that every user accessing the
workspace has read access only.

¥ If ÒSet up the SMB share for ingestÒ is enabled it is possible to access a growing file simultaneously
with more than one user.

¥ The checkbox ÒAlternate streams and extended attributes on SMBÒ allows the turning on of alternate
streams and extended attributes to create invisible metadata for selected filesystems.

¥ The option ÒMove deleted files to recycle bin on SMBÒ can prevent data loss through human error
(accidental file deletion). This function is available only for shares connected via SMB protocol. If this
function is activated a textfield ÒRecycle bin excludeÒ will appear. This function allows certain file
formats to be excluded from the recycle bin function. Simply enter the extensions of file format to be
excluded, e.g Ò.zip,.pngÒ. In this example, deleted ZIP archives and PNG files will not be moved to the
recycle bin but deleted permanently.

¥ Activating ÒAllow symlinks on SMBÒ allows SMB to follow symbolic links on the file system.

! Symbolic links:  A symbolic link or symlink is a file that contains a reference to another
file or directory in the form of an absolute or relative path that affects path resolution.

¥ With "Allow file execution on SMB" it is possible to execute binaries and batch files if the workspace
is mounted via SMB. This function is disabled by default.

¥ The option ÒEnable macOS SMB optimizationÒ enables emulation of AppleÕs SMB protocol feature
enhancement to speed up directory listings and workaround compatibility issues with Final Cut X etc.

" Not for general usage, only enable when it is required. Must be enabled on all
workspaces that will be mounted on a Mac to work as expected.

¥ "Additionally Share Using" will display the workspace in the file manager of the workstation via the
activated protocol, even when this protocol is not used for this workspace. This option is only
available if NFS and/or AFP were not selected for mounting on Mac/Linux.

¥ With ÒExtra SMB optionsÒ itÕs possible to configure the access for an SMB share more precisely.

¥ The textfield ÒExtra AFP optionsÒ allows the user to setup the settings for an AFP share more
precisely.

¥ ÒNFS sharing permissionsÒ displays all given permissions for an NFS mount and allows the user to
delete permissions or create new ones.

! If the permission field is selected, a popup window will appear. In the popup window the host and
options can be chosen for the selected permission. The checkbox Read-only deactivates the write
access for the share. The button ÒSaveÒ saves all changes and the button ÒCancelÒ closes the
window without saving.

! With the button Ò+ New permissionÒ the user can create a new permission for NFS. After clicking
the button a popup window will appear, which asks for a host address. After confirming the host
address with the button ÒSaveÒ the popup window will disappear and the permission will be
added to the list of permissions with standard settings. By selecting the permission it is possible
to modify the permission.
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